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SYSTEM, METHOD, AND COMPUTER 
PROGRAM PRODUCT FOR INDICATING 
HOSTILE FIRE 


Embodiments of the invention relate generally to systems, 
methods, and computer program products for indicating 
hostile fire at a vehicle, for instance, an aircraft. Embodi- 
ments of the invention also involve a network for indicating 
hostile fire and systems, methods, and computer program 
products thereof. Further, one or more embodiments of the 
invention involve hostile fire damage assessment systems, 
methods, and computer program products. 


SUMMARY 


One or more embodiments of the present invention 
include a method for indicating hostile fire, comprising: 
electronically detecting infrared radiation of a projectile in a 
field of view (FOV); electronically determining a travel path 
of the projectile based on the electronically detecting infra- 
red radiation of the projectile in the FOV; comparing the 
determined travel path of the projectile to an electronic 
location indication; and responsive to the comparing, elec- 
tronically outputting an indication that the projectile is 
hostile with respect to the location corresponding to the 
electronic location indication. 

Optionally, the method can comprise, responsive to the 
comparing, automatically outputting control signals to ini- 
tiate a countermeasure system. The location corresponding 
to the electronic location indication can be representative of 
a location of an airborne vehicle, for instance, a helicopter, 
and the indication that the projectile is hostile can indicate 
that the projection will hit or will likely hit the vehicle. 
Further, the electronically detecting and the electronically 
determining a travel path of the projectile can be performed 
by a camera with an IR sensor, wherein a portion of the 
travel path may be indicated as a two-dimensional repre- 
sentation over time. 

Additionally, one or more embodiments can include a 
system operative on an airborne vehicle, for instance a 
helicopter, that is operative during the day and at night to 
determine whether the vehicle, while in flight, is an intended 
target of a fired unguided energetic projectile, the system 
comprising: a focal plane array (FPA) mounted to or 
onboard the vehicle, the FPA having a field of view (FOV) 
and a sensitivity sufficient to capture a firing signature of the 
fired unguided energetic projectile, the firing signature 
including at least one of a firing component generated upon 
firing ofthe projectile, a tracer-related component associated 
with projectile pyrotechnics, and a friction component gen- 
erated by friction as the projectile travels through the 
troposphere, pixels of the FPA being operative to capture a 
portion of a trail of energy associated with the heat signature 
of the fired projectile, the captured portion of the trail of 
energy being a two-dimensional representation over time of 
a three-dimensional trajectory of the fired projectile pro- 
jected onto the FPA; an image processor located on board 
the vehicle operative to receive signals from the FPA cor- 
responding to the captured portion of the trail of energy, the 
processor being operative to post-process in near real time 
the signals from the FPA and to make a determination as to 
whether the in-flight vehicle was the intended target of the 
fired projectile by analyzing the relationship of the captured 
portion of the trail of energy with respect to the FOV; and 
an alert system operatively coupled to the processor to 
generate timely audible and visible indications that the 
in-flight vehicle is the intended target of the fired projectile. 
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The unguided energetic projectile may be any one of a 
rocket-propelled grenade (RPG) in its ballistic phase of 
trajectory, for instance, anti-aircraft artillery (AAA), and 
small arms fire. The firing signature may be a heat signature 
of the projectile that can include, for instance, at least one of 
the firing component generated upon firing of the projectile, 
the tracer-related component associated with projectile pyro- 
technics, and the friction component generated by friction as 
the projectile travels through the troposphere. 

Optionally, the image processor is operative to determine 
estimated vertical miss distance and/or horizontal miss dis- 
tance of the fired projectile with respect to the vehicle by 
analyzing corresponding components of the captured por- 
tion of the trail of energy as functions of time and velocity, 
for example, vehicle velocity and/or projectile velocity. 
Optionally, the vehicle velocity may be subtracted from the 
equation. Further, in one or more embodiments of the 
present invention, the FOV can be adjustable in terms of 
direction and/or volume independent of the orientation of 
the vehicle. In one or more embodiments the system can be 
configured and operative to capture and process multiple 
firing signatures from multiple fired projectiles and to deter- 
mine whether any of the fired projectiles is intended for the 
vehicle. Optionally, the system can be configured and opera- 
tive to determine whether the projectile will hit, will likely 
hit, did hit, and/or did likely hit the vehicle. Put another way, 
the system can be configured and operative to determine 
whether the projectile will miss, will likely miss, did miss, 
and/or did likely miss the vehicle. 

In one or more embodiments of the system, the system 
may comprise a countermeasure system onboard the vehicle 
that is operative to deploy one of a soft-kill weapon, a 
non-lethal weapon, and a hard-kill weapon in response to the 
determination that the in-flight vehicle was the intended 
target of the fired projectile, the weapon being deployed to 
a determined location or location area associated with the 
fired projectile, wherein the determined location or location 
area is determined based on the signals from the FPA 
corresponding to the captured portion of the trail of energy. 
Optionally, the determined location or location area is deter- 
mined based on the signals from the FPA corresponding to 
the captured portion of the trail of energy and also based on 
signals from an other FPA of the system, the other FPA 
having a field of view (FOV) and a sensitivity sufficient to 
capture a portion ofthe firing signature of the fired unguided 
energetic projectile from the perspective of the other FPA, 
the firing signature from the perspective of the other ІК 
camera including at least one of a firing component gener- 
ated upon firing of the projectile, a tracer-related component 
associated with projectile pyrotechnics, and a friction com- 
ponent generated by friction as the projectile travels through 
the troposphere, pixels of the other FPA being operative to 
capture a portion of a trail of energy associated with the 
portion of the firing signature of the fired projectile from the 
perspective of the other FPA. The determined location or 
location area can be an origination location or location area 
ofthe unguided energetic projectile, and the image processor 
can be configured and operative to process signals from the 
FPA and the signals from the other FPA to determine a 
distance to the origination location or location area of the 
unguided energetic projectile. Optionally, in addition to the 
two aforementioned FPAs, one or more additional FPAs may 
implemented, for instance, to determine the distance to the 
origination location or location area of the unguided ener- 
getic projectile. 

Optionally, the system can also comprise one or more of 
a shock wave front detection subsystem, a microphone array 
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subsystem, an electrostatic environment detection subsys- 
tem, and a radar detection subsystem. The system can also 
optionally comprise the infrared (IR) camera and at least one 
more of the IR cameras, each of the IR cameras having a 
FOV, the FOVs combining to form a total FOV for the 
system. Alternatively, the system may include only IR 
detection components and not the aforementioned shock 
wave front detection, microphone array, electrostatic envi- 
ronment detection, and radar detection subsystems, in order 
to identify hostile fire aimed at the vehicle. 

One or more embodiments of the invention can also 
include a non-transitory computer readable storage medium 
having stored thereon software instructions that, when 
executed by a processor, cause the processor to perform 
operations comprising: analyze received electronic data 
regarding a sensed heat signature portion of an unguided 
projectile; and determining a miss distance of the unguided 
projectile based on the analyzed received electronic data, the 
miss distance being one or more of a vertical miss distance 
and a horizontal miss distance. The miss distance may be a 
calculated estimate of miss. Further, the heat signature 
portion may include one or more of a firing component 
generated upon firing of the projectile, a tracer-related 
component associated with projectile pyrotechnics, and a 
friction component. Optionally, the processor can be caused 
to perform operations comprising: responsive to the deter- 
mined miss distance of the unguided projectile, identify 
whether or not the unguided projectile is hostile or friendly; 
and in the case of a hostile identification, output an indica- 
tion that the unguided projectile is hostile. Optionally, the 
processor can cause the follow operation: if the determining 
the miss distance indicates no miss, output an indication that 
the unguided projectile will be a hit or likely be a hit. 

The miss distance may be with respect to a flying vehicle, 
can include both the vertical miss distance and the horizontal 
miss distance, and can be determined by analyzing corre- 
sponding vertical and horizontal components of the sensed 
heat signature as functions of time and velocity, for example, 
vehicle velocity and/or projectile velocity. Optionally, the 
vehicle velocity may be subtracted from the equation. Fur- 
ther, optionally, the received electronic data is from an IR 
camera that captures the sensed heat signature portion of the 
unguided projectile, the miss distance being calculated 
based on the sensed heat signature within the FOV of the IR 
camera. In addition, the received electronic data can option- 
ally be from a plurality of IR cameras that capture respective 
portions of the heat signature of the unguided projectile in 
the FOVs, wherein the miss distance is calculated based on 
the sensed heat signature portions sensed by the IR cameras. 
Each of the IR cameras may be spaced distances away from 
each other. Differences in the displays ofthe IR cameras may 
be used to determine a range or distance away from the 
vehicle of the location or location area from which the 
projectile originated. Optionally, portions of the FOVs for at 
least two IR cameras may overlap, for example, by five or 
ten degrees. 

In one or more embodiments of the invention, a method 
for indicating hostile fire, can comprise: receiving, at a first 
airborne vehicle, automatically transmitted hostile fire data 
regarding a second airborne vehicle, the automatically trans- 
mitted hostile fire data indicating that the second airborne 
vehicle is a target or likely target of hostile fire, the hostile 
fire data being derived from electronically detected infrared 
radiation associated with the hostile fire; and responsive to 
the electronically receiving, automatically and electronically 
outputting an output signal for remedial action of the first 
airborne vehicle. Optionally, the method can further com- 
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prise: prior to the receiving at the first airborne vehicle, 
automatically transmitting hostile fire data regarding a sec- 
ond airborne vehicle; electronically detecting infrared radia- 
tion associated with the hostile fire in a field of view (FOV) 
of a camera with an IR sensor; electronically determining 
that the second airborne vehicle is the target or likely target 
of hostile fire based on the electronically detected infrared 
radiation associated with the hostile fire; and automatically 
transmitting the hostile fire data regarding the second air- 
borne vehicle to at least the first airborne vehicle. Further, 
optionally, the first airborne vehicle may electronically 
detect infrared radiation associated with the hostile fire in a 
FOV of its own camera or cameras with corresponding IR 
sensors. Data obtained from such sensing, whether or not 
processed to determine whether the first airborne vehicle is 
the target or likely target of the hostile fire, may be trans- 
mitted to the second airborne vehicle. Thus, information 
may be transmitted in both directions between the two 
platforms of the airborne vehicles (at least these two 
vehicles). Such shared information may be used to obtain 
initial or better accuracy with respect a location or location 
area of the hostile fire and/or a distance to the location or 
location area of the hostile fire. 

The output signal for remedial action can be for activation 
of one or more of a tactile display (e.g., a matrix of vibrating 
or buzzing elements in a vest, a seat, etc.), a visual alert, an 
audible alert, a countermeasure system, a transmission 
operation of hostile fire data regarding the second airborne 
vehicle from the first airborne vehicle to a third airborne 
vehicle, a data recording system, an evasive maneuver 
system, and a de-engagement of autopilot. Further, option- 
ally, the automatically transmitted hostile fire data indicating 
that the second airborne vehicle is a target or likely target of 
hostile fire may be based on a probability calculation regard- 
ing whether the hostile fire will hit, will likely hit, will miss, 
or will likely miss the second airborne vehicle. The received 
hostile fire data at the first airborne vehicle regarding a 
second airborne vehicle can include data regarding a hit 
location or likely hit location on the second airborne vehicle 
of the hostile fire. 

The invention can also include one or more embodiments 
involving a network for communicating detection of hostile 
fire, the network comprising: a first helicopter system 
onboard a first helicopter, the first helicopter system being 
operative during the day and at night to determine whether 
the first helicopter, while in flight, is an intended target of a 
fired unguided energetic projectile. The first helicopter sys- 
tem can include: an infrared (ІК) camera, the IR camera 
having a field of view (FOV) and a predetermined sensitivity 
sufficient to capture a portion of a heat signature of the fired 
unguided energetic projectile, the heat signature including at 
least one of a firing component generated upon firing of the 
projectile, a tracer-related component associated with pro- 
jectile pyrotechnics, and a friction component generated by 
friction as the projectile travels through the troposphere, 
pixels of the IR camera being operative to capture a portion 
of a trail of energy associated with the heat signature of the 
fired projectile, the captured portion of the trail of energy 
being a two-dimensional representation over time of the 
projectile; an image processor located on board the first 
helicopter and operative to receive signals from the IR 
camera corresponding to the captured portion of the trail of 
energy, the processor being operative to post-process in near 
real time the signals from the IR camera and to make a 
determination as to whether the in-flight helicopter was the 
intended target of the fired projectile by analyzing the 
relationship of the captured portion of the trail of energy 
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with respect to the FOV of the IR camera, the pixels of the 
IR camera being mapped to angles in the FOV; and a 
transmitter to transmit to a second helicopter system 
onboard a second helicopter of the network signals indicat- 
ing that the first helicopter is subject to hostile fire. The 
unguided energetic projectile may be any one of a rocket- 
propelled grenade (RPG) in its ballistic phase of trajectory, 
for instance, anti-aircraft artillery (AAA), and small arms 
fire. 

Optionally, the second helicopter system can include: a 
receiver to receive the signals indicating that the first heli- 
copter is subject to hostile fire; and an alert system opera- 
tively to generate timely audible, visible, and/or tactile 
hostile fire indications in response to the received signals 
indicating that the first helicopter is subject to hostile fire. 
The tactile display can include a matrix of vibrating or 
buzzing elements in a vest, a seat, etc., for example. 

In one or more embodiments, the transmitter can transmit 
signals indicating that the first helicopter is subject to hostile 
fire to the second helicopter system and to one or more 
additional helicopter systems onboard respective one or 
more helicopters and/or to one or more additional non- 
helicopter aircraft systems. Further, optionally, the image 
processor of the first helicopter system may be operative to 
determine vertical and/or horizontal miss distances of the 
fired projectile with respect to the first helicopter by ana- 
lyzing corresponding horizontal and vertical components of 
the captured portion of the trail of energy as functions of 
time and velocity, for example, first helicopter velocity 
and/or projectile velocity. 

In one or more embodiments, the transmitter of the first 
helicopter system can be operative to transmit data associ- 
ated with a determined location or location area associated 
with the fired projectile to the second helicopter system, the 
determined location or location area being determined based 
on the signals from the IR camera corresponding to the 
captured portion of the trail of energy, and wherein the 
second helicopter system can include: a receiver to receive 
the signals indicating that the first helicopter is subject to 
hostile fire and the determined location or location area data; 
and a countermeasure system onboard the second helicopter 
that is operative to deploy one of a soft-kill weapon, a 
non-level weapon, and a hard-kill weapon in response to the 
determination that the first helicopter was subject to hostile 
fire, the weapon being deployed to the determined location 
or location area associated with the fired projectile. 

For one or more embodiments, the first helicopter system 
can be configured and operative to capture and process 
multiple heat signatures from multiple fired projectiles and 
to determine whether any of the fired projectiles is intended 
for the first helicopter. Additionally, for one or more embodi- 
ments, the second helicopter system can include a data 
storage unit to electronically store data from the first heli- 
copter system regarding flight data of the first helicopter, the 
flight data including one or more of a flight path, a velocity, 
an altitude, an orientation, a time, and a location of the first 
helicopter in relation to the fired unguided energetic projec- 
tile. Optionally, the association of the fired unguided ener- 
getic projectile and the flight data of the first helicopter may 
be with respect to a determined location or location area of 
an origin of the fired unguided energetic projectile, the 
determined location or location area being determined by the 
image processor of the first helicopter and transmitted via 
the transmitter of the first helicopter system to the second 
helicopter system. 

Optionally, the second helicopter system can include: an 
infrared (FR) camera mounted to the second military heli- 
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copter, the IR camera having a field of view (FOV) and a 
predetermined sensitivity sufficient to capture a heat signa- 
ture of the fired unguided energetic projectile, the heat 
signature including at least one of a firing component 
generated upon firing of the projectile, a tracer-related 
component associated with projectile pyrotechnics, and a 
friction component, pixels of the IR camera being operative 
to capture a portion of a trail of energy associated with the 
heat signature of the fired projectile, the captured portion of 
the trail of energy being a two-dimensional representation 
over time of a portion of the trajectory ofthe fired projectile; 
and an image processor located on board the second heli- 
copter and operative to receive signals from the IR camera 
corresponding to the captured portion of the trail of energy, 
the processor being operative to post-process in near real 
time the signals from the IR camera and to make a deter- 
mination as to whether the second helicopter was the 
intended target of the fired projectile by analyzing the 
relationship of the captured portion of the trail of energy 
with respect to the FOV of the IR camera; and a transmitter 
to transmit to the first helicopter system signals indicating 
that the second helicopter is subject to hostile fire. The first 
helicopter system can be operative to determine a location or 
location area of an origin of the fired unguided energetic 
projectile based on the post-processed signals from the IR 
camera of the first helicopter system and from the post- 
processed signals from the IR camera of the second heli- 
copter system received by the first helicopter system. Addi- 
tionally, the second helicopter system can be operative to 
determine the location or location area of the origin of the 
fired unguided energetic projectile based on the post-pro- 
cessed signals from the IR camera of the second helicopter 
system and from post-processed signals from the IR camera 
of the first helicopter system received by the second heli- 
copter system. 

One or more embodiments of the present invention also 
include a non-transitory computer readable storage medium 
having stored thereon software instructions that, when 
executed by a processor, cause the processor to perform 
operations comprising: receiving signals indicative of 
whether or not a second vehicle, remotely located with 
respect to a first vehicle having the processor, is an intended 
target ofa fired projectile, for example, a fired, ground-based 
projectile, the received signals being based on a thermally 
sensed travel path portion of the fired projectile with respect 
to a FOV of a focal plane array (FPA); and electronically 
processing the received signals. Optionally, the electroni- 
cally processing includes storing data corresponding to the 
received intended target signals in an electronic storage 
medium, the stored data indicating one of a miss distance of 
the fired projectile or hit data with respect to the second 
vehicle. 

For one or more embodiments, the electronically process- 
ing the received signals can cause the processor to perform 
one or more of the following operations: output a signal to 
cause a visual alert, output a signal to cause an audible alert, 
output a signal to activate a tactile display (e.g., a matrix of 
vibrating or buzzing elements in a vest, a seat, etc.), output 
a signal to activate a countermeasure system, output a signal 
to transmit data regarding whether or not the second vehicle 
is the intended target of the fired projectile to another 
vehicle, output a signal to cause a visual instruction (e.g., in 
virtual or hologram form or on a visual display, such as a 
heads-up display (HUD), and output a signal to cause an 
audible instruction. 

Optionally, the electronically processing the received 
signals may include determining a location of origin for the 
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fired projectile. Additionally, optionally, the processor may 
be operative to perform operations comprising: receiving 
signals indicative of whether or not one or more additional 
vehicles remotely located with respect to a first vehicle 
having the processor, other than the second vehicle, are 
intended targets of fired projectiles, the received signals 
being based on a thermally sensed travel path portion of the 
fired projectile with respect to a field of view (FOV) of a 
focal plane array (FPA); and electronically processing the 
received signals. 

Additionally, one or more embodiments of the invention 
can include a helicopter maintenance system that is opera- 
tive to determine whether the helicopter, while in flight, was 
hit or was likely hit by a fired unguided energetic projectile 
and the position or likely position on the helicopter where 
the projectile hit or likely hit. Such determination can be 
used as part of an in-flight damage indication and assess- 
ment system. Optionally or alternatively, such determination 
can be used as part of a post-flight maintenance damage 
indication and assessment system. The system can comprise: 
an infrared (IR) camera mounted to the helicopter, the IR 
camera having a field of view (FOV) and a predetermined 
sensitivity sufficient to capture a heat signature of the fired 
unguided energetic projectile, the heat signature including at 
least one of a firing component generated upon firing of the 
projectile, a tracer-related component, and a friction com- 
ponent, pixels of the IR camera being operative to capture a 
portion of a trail of energy associated with the heat signature 
of the fired projectile, the captured portion of the trail of 
energy being a two-dimensional representation over time of 
a trajectory portion of the fired projectile; an image proces- 
sor located on board the helicopter and operative to receive 
signals from the IR camera corresponding to the captured 
portion of the trail of energy, the processor being operative 
to post-process the signals from the IR camera and to make 
a determination as to whether the fired projectile hit or likely 
hit the helicopter and the position or likely position on the 
helicopter where the projectile hit or likely hit the helicopter 
by analyzing the relationship of the captured portion of the 
trail of energy with respect to the FOV ofthe IR camera, and 
an electronic data storage device to store data regarding 
projectile hit position or likely hit position on the helicopter, 
the electronic data storage device being accessible when the 
helicopter is not in flight. Optionally, the system can com- 
prise an alert system operatively coupled to the image 
processor to generate timely audible and/or visible indica- 
tions that the helicopter was hit or was likely hit by the fired 
projectile. 

In one or more embodiments, the stored data regarding 
projectile hit position or likely hit position on the helicopter 
may be retrievable for performance of a post-flight inspec- 
tion. Optionally, the electronic data storage device can be 
accessible by ground crew maintenance personnel. Option- 
ally or alternatively, the stored data may be for in-flight 
damage assessment. The accessing the electronic data stor- 
age device by the ground crew maintenance personnel may 
include displaying of a diagram of the aircraft (e.g., а 
helicopter) on a display screen and showing indicia on the 
diagram representative of one or more hit or likely hit 
positions on the helicopter. Further, the position or likely 
position on the helicopter is a zone of the helicopter. 
Optionally, the unguided energetic projectile is any one of a 
rocket-propelled grenade (RPG), anti-aircraft artillery 
(AAA), and small arms fire. 

In one or more embodiments of the invention, the system 
is configured and operative to capture and process multiple 
projectile signatures (e.g., heat or infrared light signatures) 
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from multiple fired projectiles and to determine whether any 
of the fired projectiles hit or likely hit the helicopter and the 
corresponding positions or likely positions on the helicopter 
where any of the projectiles hit or likely hit. Hit or likely hit 
data from accessing the electronic data storage device may 
be for providing a map of the helicopter showing any of one 
or more hit or likely hit positions of fired projectiles with 
respect to the helicopter. Further, the map may include more 
than one view of the helicopter and corresponding any of 
one or more hit or likely hit positions. Thus, in one or more 
embodiments, hit probability data can be produced. Such 
data can used in-flight for damage estimates and/or for 
probability of hit assessment. 

Further, included among one or more embodiments also is 
a method for indicating damage caused by a fired projectile, 
comprising: electronically detecting infrared radiation of a 
projectile in a field of view (FOV); electronically determin- 
ing a travel path of the projectile based on the electronically 
detecting infrared radiation of the projectile in the FOV; 
responsive to the electronically determining a travel path, 
generating probabilistic data regarding likelihood of the 
projectile hitting a vehicle associated with the FOV; and 
generating an indication based on the probabilistic data. The 
indication may be an audible and/or a visual warning to an 
operator of the vehicle warning the operator to control the 
vehicle so as to take evasive action. Further, optionally, the 
indication may also be a tactile display, for instance, an 
individual or a matrix of vibrating or buzzing elements in a 
vest, a seat, etc. 

Optionally, the probabilistic data can indicate that the 
vehicle was likely hit, the likely hit probabilistic data being 
indicated by a hit probability that exceeds a threshold 
amount. Optionally or alternatively, the probabilistic data 
indicates that the vehicle will likely be hit, the likely hit 
probabilistic data being indicated by a hit probability that 
exceeds a threshold amount. Optionally or alternatively, the 
probabilistic data is indicative of the projectile hitting or 
likely hitting the vehicle, and the indication is for an air or 
a maintenance crew member indicating that the helicopter 
was hit or was likely hit and an approximation or estimation 
of where the helicopter was hit or was likely hit for post- 
flight inspection and repair. The probabilistic data may also 
be used for in-flight damage location indication and assess- 
ment. 

In one or more embodiments of the invention, a nontran- 
sitory computer readable storage medium having stored 
thereon software instructions that, when executed by a 
processor, can cause the processor to perform operations 
comprising: analyze received electronic data regarding any 
sensed heat signatures of small arms fire sensed in a prede- 
termined sensing zone; determine any hit locations or prob- 
ably hit locations of small arms fire based on estimations of 
associated paths of the small arms fire with respect to a focal 
plane array; and electronically store data corresponding to 
any determined hit locations or probably hit locations for 
later retrieval and analysis. The received electronic data may 
be in terms of one or more functions of time of a flying 
vehicle and/or one or more functions of velocity of the flying 
vehicle and/or the velocity of the projectile, for instance. 

Optionally, the instructions, when executed by the pro- 
cessor, can cause the processor to perform operations com- 
prising: responsive to a retrieval request, output the stored 
data corresponding to any determined hit or probable hit 
locations for later retrieval and analysis, the stored data 
being transformed so as to provide on a display device a 
visual diagrammatic representation of the flying vehicle and 
any determined hit locations or probably hit locations to the 
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flying vehicle. Further, optionally, the instructions, when 
executed by the processor, cause the processor to perform 
operations comprising: outputting on the display device a 
sequence of inspection instructions for each of the deter- 
mined hit locations. Optionally, the display device is a 
hand-held display device. 

Embodiments also include computer program products or 
non-transitory computer readable media that can perform 
some or all aspects or functionality of methods, circuitry, 
circuits, systems, or system components as set forth herein 
and according to embodiments of the disclosed subject 
matter. 


BRIEF DESCRIPTION OF THE DRAWINGS 


Embodiments of the invention will hereinafter be 
described in detail below with reference to the accompany- 
ing drawings, wherein like reference numerals represent like 
elements. The accompanying drawings have not necessarily 
been drawn to scale. Any values dimensions illustrated in the 
accompanying graphs and figures are for illustration pur- 
poses only and may or may not represent actual or preferred 
values or dimensions. Where applicable, some or all features 
may not be illustrated to assist in the description of under- 
lying features. 

FIG. 1 is a block diagram of a system according to опе or 
more embodiments of the invention. 

FIGS. 2A and 2B are operational depictions of systems, 
methods, and computer program products according to one 
or more embodiments of the invention. 

FIGS. 3A through 3C are graphs showing examples of 
projectile trajectory data. 

FIG. 4 is a flow chart for a method according to one or 
more embodiments of the invention. 

FIG. 5 is a flow chart for a method according to one or 
more embodiments of the invention. 

FIG. 6 is a flow chart for method according to one or more 
embodiments of the invention. 

FIG. 7 is an operational depiction of a network and 
system, method, and computer program product thereof 
according to one or more embodiments of the invention. 

FIG. 8 is an example of a display according to a main- 
tenance and/or inflight hit and damage assessment system, 
method, and computer program product according to one or 
more embodiments of the invention. 

FIGS. 9A-9D and 10A-10D show data regarding different 
operational scenarios according to one or more embodi- 
ments of the invention. 


DESCRIPTION 


The description set forth below in connection with the 
appended drawings is intended as a description of various 
embodiments of the invention and is not necessarily 
intended to represent the only embodiments in which the 
invention may be practiced. In certain instances, the descrip- 
tion includes specific details for the purpose of providing an 
understanding of the invention. However, it will be apparent 
to those skilled in the art that the invention may be practiced 
without these specific details. Іп some instances, well- 
known structures and components may be shown in block 
diagram form in order to avoid obscuring the concepts of the 
disclosed subject matter. 

Generally speaking, embodiments of the invention relate 
to systems, methods, and computer program products for 
identifying and indicating hostile fire. Embodiments of the 
invention also involve a network for identifying, indicating, 
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and communicating (1.е., transmitting and receiving) hostile 
fire data, and systems, methods, and computer program 
products thereof. Further, one or more embodiments of the 
invention involve hostile fire damage assessment systems, 
methods, and computer program products, for instance, for 
in-flight and/or post-flight damage indication and assess- 
ment. 

Hostile fire may include fire directed or aimed at a 
particular vehicle. Thus, embodiments of the invention can 
provide the ability to not only positively detect the firing of 
projectiles in the vicinity of a vehicle, but also to determine 
whether the projectile associated with the detected firing is 
approaching the vehicle and optionally is a threat to the 
vehicle. Further, optionally, hostile fire may include a situ- 
ation where a projectile trajectory is determined to pass 
within a predetermined distance away from the vehicle. 
Optionally, hostile fire may include a situation where it is 
determined that the projectile will/will likely or has/has 
likely hit the vehicle. Hostile fire, optionally, may include a 
situation where it is determined that the projectile is threat- 
ening/likely threatening or lethal/likely lethal, the latter of 
which not necessarily indicating downing or substantially 
total destruction or incapacitation of the vehicle. Accord- 
ingly, one or more embodiments of the invention can dis- 
tinguish between hostile fire and friendly fire, fire from an 
enemy combatant not aimed at the vehicle, or fire otherwise 
non-threatening or lethal to the vehicle, for instance, if the 
projectile is not likely to hit the vehicle or outside its lethal 
range. 

A vehicle or vehicles according to one or more embodi- 
ments of the invention can include a helicopter, an airplane, 
an unmanned aerial vehicle (UAV), or a land-based vehicle, 
such as a tank or a high mobility multipurpose wheeled 
vehicle (HMMWV). In an alternative embodiment, the 
*vehicle" may be substituted for by a person, and the system, 
method, or computer program product according to one or 
more embodiments of the invention can determine whether 
the person is the intended target or likely target of hostile 
fire. 

Hostile fire detectable according to one or more embodi- 
ments of the invention can be ballistic or energetic projec- 
tiles, including one or more of each of a rocket-propelled 
grenade (RPG) in a ballistic phase of its trajectory, for 
instance, anti-aircraft artillery (AAA), and small arms fire 
(e.g., from an automatic rifle), for example. The foregoing, 
of course, are non-limiting examples. The small arms fire 
may or may not have a tracer-related component. Thus, in 
embodiments of the present invention, hostile fire from 
small arms fire not having a tracer component may be 
detected and identified. For example, a single-shot bullet not 
having a tracer component may be detected and identified, 
for instance, using only one optical detector, sensor, or 
receiver according to one or more embodiments of the 
present invention. 

FIG. 1 is a block diagram a system 100 according to one 
or more embodiments of the invention. System 100 can be 
implemented in a vehicle, such as a helicopter 200 (See, e.g., 
FIGS. 2A and 2B). Incidentally, helicopter 200 may be a 
military helicopter, a law enforcement or private security 
helicopter, or a civilian helicopter (e.g., flying in a restricted 
area and possibly subject to hostile fire). Of course, system 
100 may be implemented with other aircraft, such as an 
airplane, a jet, a glider, an unmanned aerial vehicle (UAV), 
a blimp, or the like. Further, in one or more embodiments, 
system 100 can be implemented in land- or water-based 
vehicles, such as trucks, tanks, hovercrafts, or the like. As 
indicated above, system 100 may be implemented onboard 
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a person (e.g., a soldier). System 100 can be operative and 
effective during day and night conditions, for instance. 

System 100 can include a threat detection and identifica- 
tion subsystem 102, a communication subsystem 104, an 
information output subsystem 105, and a controller 106. In 
one or more embodiments of the invention, one or more 
components of the system 100 can be implemented in 
components already installed on the vehicle and may not 
require any additional hardware. 

Threat detection and identification subsystem 102 can 
include an optical detector, sensor, or receiver, such as a 
thermographic camera or infrared (IR) camera, also called a 
focal plane array (FPA). The optical detector can have a field 
of view (FOV), for instance, 100 to 105 degrees, and 
sensitivity sufficient to capture firing signature(s) of fired 
projectile(s). Optionally, the optical detector/sensor/receiver 
may be the only one of such detectors on the vehicle, and 
threat detection and identification may be performed based 
on data input to or received by the single optical detector 
only. Alternatively, the threat detection and identification 
subsystem 102 may include more than one optical detector/ 
sensor/receiver, but still the threat detection and identifica- 
tion may be performed based on data input to or received by 
only one of the single optical detectors. 

Firing signature can be a heat signature of the projectile 
sensed by the FPA. Further, the heat signature can represent 
a portion of the projectile trajectory, wherein portion can be 
an entire portion thereof from origination (e.g., muzzle 
flash) to where the projectile leaves the FOV or hits the FPA; 
a portion from a predetermined distance away from the 
vehicle (e.g., 100 or 200 meters away) to where the projec- 
tile leaves the FOV (or hits the FPA) and not the muzzle 
flash; a portion from the muzzle flash and then not again 
until the projectile is a predetermined distance away from 
the vehicle (e.g., 100 or 200 meters away) to where the 
projectile leaves the FOV (or hits the FPA); and a portion 
from where the projectile enters the FOV to when it leaves 
the FOV. Thus, portions of the heat signature can include 
infrared radiation in the form of one or more of a firing 
component generated upon firing of the projectile (e.g., a 
muzzle flash), a tracer-related component associated with 
projectile pyrotechnics, and a friction component generated 
by friction as the projectile travels through the troposphere 
(e.g., a heat trail). The friction component, for instance, may 
not be “visible” by the FPA until it is a predetermined 
distance away from the FPA. Further, the trail may be 
substantially straight lined or have straight line portions, or 
it may be curved or have curved portions (e.g. arc or 
parabolic). Pixels of the FPA are operative to capture a 
portion of a trail of energy corresponding to the portion of 
the heat signature of the fired projectile. The captured 
portion of the trail of energy is a two-dimensional represen- 
tation over time of a three-dimensional trajectory of the fired 
projectile projected onto the FPA. 

As will be discussed in more detail below, threat detection 
and identification subsystem 102 can include more than one 
optical detector, such as two, four, eight, or more optical 
detectors. Each of the optical detectors can have their own 
FOVs (of same or differing FOVs as other optical detectors) 
to form a total FOV. The FOVs can form a total FOV for the 
threat detection and identification subsystem 102, for 
instance, for 180 degrees of coverage. Optionally, some or 
all adjacent FOVs may overlap, for example, by five to ten 
degrees. Further, one or more of the FOVs may be moved, 
for example, mechanically by physically moving a portion 
of the corresponding optical detector, or electronically, via 
software, for instance. Further, one or more of the FOVs 
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may be modified, for instance, expanded or contracted, 
extended or withdrawn, widened or narrowed, and/or turned 
on or turned off. 

Optionally, system 100 can also comprise one or more 
additional threat detection and/or identification subsystems, 
including a shock wave front detection subsystem, a micro- 
phone array subsystem, an electrostatic environment detec- 
tion subsystem, a radar detection subsystem, and a muzzle 
flash detection subsystem. For example, threat detection and 
identification subsystem 102 may be operative with a sepa- 
rate muzzle flash detection subsystem, whereby the muzzle 
flash detection subsystem can cue the threat detection and 
identification subsystem 102 to determine whether the fired 
projectile is hostile or not. Thus, one or more algorithms 
associated with the threat detection and identification sub- 
system 102 may work with one or more algorithms associ- 
ated with one or more of additional threat detection and/or 
identification subsystems, such as a separate muzzle flash 
detection subsystem. Optionally, one or more algorithms 
associated with the threat detection and identification sub- 
system 102 may be “оп” the same optical detector, sensor, 
or receiver as one or more additional algorithms associated 
with muzzle flash detection. Optionally or alternatively, 
system 100 may include only IR detection components for 
the threat detect and identification subsystem 102 and not 
the aforementioned shock wave front detection subsystem, 
microphone array subsystem, electrostatic. environment 
detection subsystem, and radar detection subsystem, in order 
to detect and identify hostile fire regarding the vehicle. 

Controller 106 can be a processor, for instance, an image 
processor, located onboard a vehicle associated with system 
100. Generally speaking, the controller 106 can execute 
computer executable instructions running thereon or pro- 
vided from an external source, from internal and/or external 
memory. Controller 106 can be implemented on one or more 
general purpose networked computer systems, embedded 
computer systems, routers, switches, server devices, client 
devices, various intermediate devices/nodes and/or stand- 
alone computer systems. Controller 106 can be a comput- 
erized controller or microcontroller with a processor or 
processors. Further, controller 106 can include and/or be 
coupled to volatile and non-volatile memory 107. Dual 
microprocessors and other multi-processor architectures can 
also be utilized as the processor. The processor(s) and 
memory 107 can be coupled by any of several types of bus 
structures, including a memory bus or memory controller, a 
peripheral bus, and a local bus using any of a variety of bus 
architectures. The memory 107 can include read only 
memory (ROM) and random access memory (RAM), for 
instance. Optionally, controller 106 or system 100 in general 
can include one or more types of long-term data storage 
units. The long-term data storage can be connected to the 
controller 106 by an interface. Optionally or alternatively, 
some or all of the data storage may be internal of the 
controller 106 and can be coupled to the processor(s) by a 
drive interface or interfaces. The long-term storage compo- 
nents can provide nonvolatile storage of data, data struc- 
tures, and computer-executable instructions for the control- 
ler 106 and more specifically the processor(s) of the 
controller 106. А number of program modules may also be 
stored in one or more of the drives as well as in the RAM, 
including an operating system, one or more application 
programs, other program modules, and program data. 

Controller 106 can be operative to receive signals from 
the threat detection and identification subsystem 102. 
Optionally, controller 106 can receive signals from one or 
more additional threat detection subsystems as set forth 
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herein. Further, optionally or alternatively, threat detection 
and identification subsystem 102 may have a processor, for 
example, an image processor, to perform some or all of the 
post-detection processing and send corresponding data sig- 
nals to controller 106. 

The controller 106 can be operative to post-process in 
substantially real time or near real time, for instance, signals 
from the threat detection and identification subsystem 102 
(and optionally one or more additional threat detection 
subsystems) and to determine whether a fired trajectory is 
hostile with respect to the corresponding vehicle of system 
100. Optionally, controller 106 can determine whether the 
vehicle was hit or likely hit based on signals from the threat 
detection and identification subsystem 102 (and optionally 
one or more additional threat detection subsystems). 

In the case of received signals from an FPA (or optionally 
multiple FPAs), these signals can correspond to the captured 
portion(s) of a trail of energy associated with the projectile 
heat signature. Based at least on those signals, the controller 
106 may determine whether the projectile is hostile or not. 

Controller 106 can also provide data, such as control data, 
to threat detection and identification subsystem 102. Further, 
controller 106 can receive data from and send data to 
vehicle-specific subsystems, such as navigation, flight con- 
trol, audio and/or visual, weaponry, and countermeasure 
subsystems (not expressly shown), as well as communica- 
tion subsystem 104 and an information output subsystem 
105, and, optionally, any of such data may be provided to the 
threat detection and identification subsystem 102 in order 
perform processing or calculations for its detection and 
identification of hostile fire. 

Communication subsystem 104 can be a communication 
system for communicating data to and from one or more 
locations remote from the system 100 and the corresponding 
vehicle. Communication subsystem 104 can send and/or 
receive data in one or more of omni-directional format or 
directed format. Corresponding receivers and transmitters 
and associated components and circuitry (e.g., filters, tuners, 
antennas, etc.) can be employed. In one or more embodi- 
ments, the communication subsystem 104 is onboard the 
vehicle and can send hostile fire detection and/or indication 
data as set forth herein to one or more other vehicles (e.g., 
another helicopter) in a network of vehicles. Such hostile fire 
detection and/or indication data can be used by the other 
vehicle(s) to take appropriate actions, such as rerouting, 
deploying countermeasures, deploying weapons systems, 
and/or determining a location of and/or distance to the 
origination of the hostile fire. 

Information output subsystem 105 can represent multiple 
output subsystems. For example, information output sub- 
system 105 can include an alert, warning, or indication (e.g., 
visual, audible, and/or tactile) to occupants of vehicle that 
the vehicle 1s an intended target of a fired weapon and/or that 
the projectile is potentially damaging or lethal, for instance, 
based on detected projectile characteristics. Further, the type 
of weapon associated with the projectile may also be indi- 
cated. A visual alert or warning may be displayed on a 
computer screen or a heads up display (HUD) of the vehicle, 
for instance. The tactile display may be an individual or a 
matrix of vibrating or buzzing elements in a vest or a seat, 
for instance, of a pilot and/or copilot. Such alert, warning, or 
indication can be used to take appropriate actions, such as 
rerouting, deploying countermeasures, and/or deploying 
weapons systems of the vehicle. Further, in one or more 
embodiments, information output subsystem 105 can be for 
post-trip activities, such as to analyze characteristics of a 
mission (e.g. a location where the vehicle experienced 
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hostile fire) or for inspection or maintenance purposes. For 
example, hostile fire data, such as a location or an area on the 
vehicle where hostile fire hit or likely hit the vehicle can be 
displayed so maintenance personnel can perform inspections 
and/or maintenance to the location or area or associated 
components. In-flight damage assessment also may be per- 
formed based output(s) of information output subsystem 
105. 

System 100 may determine projectile miss distance, and 
based on the miss distance, i.e., whether the projectile is a 
predetermined or predefined distance away from the corre- 
sponding vehicle associated with system 100, system 100 
can determine and indicate that the projectile is hostile. 
Vertical and/or horizontal miss distance may be determined. 
Further, optionally, system 100, for instance, controller 106, 
also may calculate statistical or probabilistic data regarding 
a hit or likely hit to the vehicle by the projectile based on the 
data from the threat detection subsystem 102. 

As indicated above, ІК camera(s) or FPA(s) may be 
included as part of the threat detection and identification 
subsystem 102 and can be used to measure projectile miss 
distance, for instance, indirectly. Regarding IR cameras or 
FPAs, these devices can “see” “angle space." That is, the 
pixels of the FPA can be mapped to angles in the FOV ofthe 
FPA. Further, tracks of the FPA can be analyzed to calibrate 
the FPA and set a threshold or thresholds based on known 
velocities or velocity ranges of projectiles and correspond- 
ing distance ranges, for example, lethal or threatening pro- 
jectile ranges. Optionally, constant or relatively constant 
velocity assumptions regarding projectiles and their corre- 
sponding caliber may be used. Further, because lethal or 
threatening ranges of projectiles are known, projectile data 
may be placed in caliber- and/or range-dependent bins for 
use in determining miss distance. For example, velocity (or 
estimated velocity) and range data for a fifty caliber projec- 
tile may be stored in a bin for later-use in determining miss 
distance of the projectile. As another example, for RPGs, 
which have a velocity profile dependent upon whether the 
propellant is active or not, the ballistic portion of the 
trajectory may be sorted out and such data can be stored in 
a corresponding bin for later use in determining miss dis- 
tance of the projectile. System 100 may ascertain projectile 
data and put projectile data representing projectile charac- 
teristics in one or more bins. Ifthe projectile was fired within 
its lethal or threatening range, its velocity can fall within the 
corresponding bin and therefore its minimum range was 
within the corresponding bin. Accordingly, because system 
100 knows the velocity of the projectile, the projectile 
distance from the vehicle can be determined. Optionally, 
projectile data (e.g., velocity, trajectory profile, etc.) may be 
captured and stored by the FPA(s) for updating or creating 
new caliber- and/or range-dependent bins. 

FIGS. 3A through 3C are graphs showing exemplary 
projectile trajectory data as seen by a focal plane array (FPA) 
according to one or more embodiments of the invention. 
FIG. 3A is representative of a projectile above the vehicle 
sensor centerline, a helicopter-mounted sensor in this 
example, FIG. 3B is a representation of cross-track trajec- 
tory (pixels vs. time) of the projectile passing the helicopter 
sensor centerline position HELO in horizontal direction, and 
FIG. 3C is a representation of vertical trajectory (pixels vs. 
time) of the projectile passing the helicopter sensor center- 
line position HELO in vertical direction. In the example 
shown in FIGS. 3A to 3C, the projectile trajectory 1s above 
the helicopter HELO sensor centerline. The vertical and/or 
horizontal miss distances of the projectile, as it passes the 
helicopter HELO sensor centerline, can be determined by 
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analyzing both the horizontal and vertical pixel trail in the 
array as functions of time and projectile velocity, for 
instance. Optionally, though the velocity of the vehicle may 
be relatively small as compared to that of the projectile, 
vehicle velocity may also be factored in, for example 
“subtracted” from the pixel view. Optionally, the system 
may determine a direction of travel for each of the detected 
projectiles. 

Miss distance may be measured or calculated based on the 
rate of change the projectile trace (first derivative) and the 
rate of rate of change of the projectile trace (second deriva- 
tive) in the FPA, respectively represented by the following: 


Apixels A?pixels 
and 
кч Aframes? 


The product of the foregoing terms can represent the miss 
distance, and if the product of these two terms is “high,” then 
the bullet has passed close or even has or may have hit the 
vehicle. 


(5 pack) (= | 


Aframes/ | Aframes? 


The determined miss distance may be compared to a 
predetermined distance threshold, for instance by controller 
110. If the determined miss distance is at or above the 
threshold, this can indicate that the projectile was aimed at 
or intended to hit the vehicle, for example. As will be 
discussed in more detail below, such an indication can cause 
further actions to be taken, such as outputting audible, 
visible, and/or tactile alerts, activating countermeasures or 
weapons, transmitting hostile fire data to a location or 
locations remote from the vehicle, providing instructions for 
rerouting or taking evasive action, determining a location or 
distance to the origination of the hostile fire, etc. 

FIGS. 9A-9D and 10A-10D show data regarding projec- 
tile trajectory miss distance as seen from an FPA of a 
vehicle, also a helicopter HELO 1n these figures. 

FIG. 9A shows trajectories associated with projectiles 
P1-P3 from different directions D1-D3, respectively, which 
cross a focal plane of an optical sensor onboard the vehicle, 
each of which at a closest distance away from the helicopter 
HELO of ten meters away. Similarly, FIG. 9B shows tra- 
jectories associated with projectiles P1-P3 from different 
directions D1-D3, respectively, which cross the focal plane, 
each of which at a closest distance away from the helicopter 
HELO of fifty meters. The concentric rings surrounding the 
helicopter HELO show distances away from the helicopter 
HELO, ten, thirty, fifty, seventy, and one hundred meters, 
respectively. Incidentally, for the scenarios in FIGS. 9A and 
9B, the projectiles P1-P3 are visible to the FPA at one 
hundred meters out, the projectile velocity is one thousand 
meters/second, the FPA has one thousand pixels, and the 
frame rate of the FPA is one thousand FPS. The character- 
istics set forth in these scenarios, however, are merely 
examples and not intended to be limiting. For instance, the 
FPA may “see” the projectiles initially from distances 
greater than or less than one hundred meters out, the 
projectile velocity may be more or less than one thousand 
meters/second, the ЕРА may have more or less than one 
thousand pixels, for instance, and/or the FPA frame rate may 
be less than or greater than one thousand FPS. 
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In FIGS. 9B, 9C, and 9D, the top graph 900 indicates the 
projectile trace on the FPA for each of the projectiles P1, P3, 
and P3 when the projectile miss distance is ten meters. 
Similarly, in FIGS. 10B, 10C, and 10D, the top graph 1000 
indicates the projectile trace on the FPA for each of the 
projectiles P1, P3, and P3 when the projectile miss distance 
is fifty meters. Graphs 902, 904, 906 and 1002, 1004, 1006 
show observed x-axis bullet traces, wherein 902/1002 rep- 
resent projectile rate of change (first derivative), 904/1004 
represent rate of rate of change (second derivative), and 
906/1006 represent products of the two derivatives. The sign 
of the product indicates approaching or receding projectiles, 
wherein a positive sign means approaching and a negative 
sign means receding. As discussed above, the magnitude of 
the product indicates closest proximity within the FPA's 
FOV and is angle independent. In the case of FIGS. 9A-9D, 
the miss distance is ten meters and the corresponding 
product of the derivatives is forty five. In FIGS. 10A-10D, 
the miss distance is fifty meters and the corresponding 
product of the derivatives is 0.5, less than the previous value 
for a miss distance of ten meters. 

Turning now to FIG. 2A, this figure shows an operational 
example of a system according to embodiments of the 
invention (e.g., system 100) on board a helicopter 200 
outfitted with an IR camera 202 with an outwardly-directed 
field of view FOV 203. Actors 202 and 203 are enemy 
combatants, whereas actor 201 is a friendly. As can be seen 
in FIG. 2A, actor 202 is aiming at helicopter 200, but actors 
201 and 203 are not (though actor 203 is indeed an enemy 
combatant) In this particular example, the system may 
detect and identify the firing from actor 202 as hostile. 
Further, even if fire from either actor 201 and/or 203 is 
detected for example, because the corresponding projectile 
travels in the FOV 203 of IR camera 202 and/or based on 
detection from another threat detection subsystem, the sys- 
tem may determine that such fire is non-hostile, because the 
fire is not aimed at helicopter 200, does not pass close 
enough to helicopter 200, or is not threatening or lethal to the 
helicopter 200, for example. Thus, although weapon firing 
and subsequent projectile trajectory for actors 201 and 203 
are outside the IR camera FOV 203 in FIG. 2A, it may be 
the case that such firing or corresponding trajectories are 
inside the FOV 203, but because a comparison of the 
respective projectile trajectories indicates the projectiles will 
not hit or are not close enough to the helicopter 200, such 
projectiles are deemed non-threatening and therefore non- 
hostile. Further, a determination that the projectile is not in 
its damaging or lethal trajectory stage may also indicate that 
the projectile is not hostile (1.е., not threatening or lethal). 
Thus, though all three firings may be detected, the system 
can determine that only the projectile fired from actor 202 is 
hostile towards helicopter 200. Accordingly, the system can 
distinguish between hostile fire and non-hostile fire, as set 
forth herein. Additionally, as indicated above, one or more 
fire detection systems may be used in conjunction with the 
optical-based hostile fire detection and identification sys- 
tems, methods, and computer programs products as set forth 
herein, such as systems that detect a shock wave front of a 
projectile, that using microphone arrays to detect projectile 
firing sounds, that analyze changes in electrostatic environ- 
ment caused by the projectile around the vehicle, and that 
perform radar projection of the projectile. 

FIG. 2B shows a variation of the scenario in FIG. 2A. In 
FIG. 2B, helicopter 200 includes a system with eight optical 
sensors, for instance, IR sensors (e.g., IR cameras or FPAs), 
each with a corresponding FOV 203. Use of multiple sensors 
can provide a greater degree of protection, for instance, from 
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hostile fire originating from behind helicopter 200. FIG. 2B 
shows that the optical sensors provided respective FOVs 
such that the cumulative FOV is 360 degrees or almost 360 
degrees of coverage. Note further that FIG. 2B indicates that 
the FOVs do not overlap. However, optionally, one or more 
of the FOVs may overlap one or more adjacent FOVs. 
Further, note that the representation shown in FIG. 2B is 
only an example and more or less ІК sensors and corre- 
sponding FOVs 203 than shown can be provided. For 
example, only four FPAs may be used, each having a FOV 
from 100 to 105 degrees, for instance, so as to cover or map 
180 degrees around the vehicle. Thus, the pixels of the 
respective FPAs can be mapped to into directions based on 
the orientation of their respective FPA and corresponding 
FOV. Additionally, as indicated above, one or more fire 
detection systems may be used in conjunction with the 
optical-based hostile fire detection and identification sys- 
tems, methods, and computer programs products as set forth 
herein, such as systems that detect a shock wave front of a 
projectile, that using microphone arrays to detect projectile 
firing sounds, that analyze changes in electrostatic environ- 
ment caused by the projectile around the vehicle, and that 
perform radar projection of the projectile. 

Not shown in the example of FIG. 2B, a projectile 
trajectory may be “seen” by multiple IR sensors. That is, the 
projectile trajectory may traverse through FOVs of multiple 
IR sensors. For example, a center pixel of an FPA may be 
aligned with the boresight of the helicopter 200 and may 
*pick up" a portion of the projectile trajectory. Another IR 
sensor, for instance, an FPA with its center pixel aligned 
ninety degrees offset from the boresight-aligned pixel of the 
foregoing FPA, may see the projectile trajectory differently. 
The location of both FPAs is relevant, because the projectile 
may pass within ten meters of one but twenty meters of the 
other (if the two are separated by ten meters), for example. 

Providing multiple optical sensors may also be for the 
system to provide stereoscopic vision in effect, to determine 
hostile fire origination distance and/or to improve accuracy 
and fidelity. Optionally, projectile data associated with non- 
overlapping and/or overlapping FOVs may be automatically 
compared to enhance hostile fire indication accuracy. For 
example, a miss distance of a projectile associated with each 
FOV may be compared and (1) if one miss distance exceeds 
a predetermined threshold it is determined that the projectile 
is hostile (e.g., the corresponding vehicle is the intended 
target of the projectile) and/or (2) if the total of the miss 
distances is below a predetermined threshold, then the 
projectile is determined to be hostile. As another example, 
two IR sensors may be a known distance apart (e.g., ten 
meters). The differences in their displays may be used to 
determine an actual range to an origination location or 
location area for hostile fire. Thus, using known and cap- 
tured velocity data associated with the projectile, the system 
may “trace back" to ground (including man-made structures) 
in order to determine the distance away and location or 
location area of the hostile fire. Optionally, captured muzzle 
flash data may be correlated with the captured projectile 
trajectory to determine the distance away and location or 
location area of the hostile fire. 

Further, use of multiple optical sensors can inform the 
flight crew and/or maintenance personnel likelihood of the 
vehicle being hit by hostile fire. Such information can be 
provided in the form of a probability number, for example. 
Further, a location or location area of the hit may be 
provided. For example, an indication of hostile fire likely to 
have hit the vehicle can be provided relative to boresight 
(e.g., o'clock position) of the vehicle. Optionally, if the 
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probability number does not exceed a predetermined thresh- 
old, the system may not provide an indication that the 
vehicle was likely hit by hostile fire. Hit information may be 
used for in-flight damage identification and assessment. 
Optionally or alternatively, hit information may be used for 
post-flight maintenance. 

Accordingly, one or more embodiments of the invention 
can also include systems, methods, and computer program 
products for detecting identifying hostile fire strikes to a 
vehicle. The identification can be that the hostile fire will hit 
the vehicle, will likely hit the vehicle, hit the vehicle, and/or 
likely hit the vehicle. In the case of predictive hits, a warning 
or alert subsystem and/or countermeasure subsystem may be 
activated. In the case of actual or likely strikes to the vehicle, 
such strikes may go unnoticed by occupants of the vehicle, 
and a travel path of a detected projectile can be mapped to 
positions or areas on the vehicle, thus identifying a likely 
position or area of projectile impact. As indicated above, 
such data can be used for in-flight damage assessment as 
well as for post-flight inspection and maintenance purposes. 

FIG. 8 shows an example of a display 800 providing 
hostile fire hit probability information. The display 800 can 
have indicia associated with the hit/likely hit location on the 
vehicle and also probability data, such as hit probability 
percentage. Thus, statistical or probabilistic data of a hit or 
likely hit can be used to generate an indication for air or 
maintenance crews that the vehicle was hit and an approxi- 
mation or estimation of where the vehicle was hit or likely 
hit. Again, such data can be used by air and maintenance 
crews for damage assessment, inspection, and repair. Addi- 
tionally, optionally, hit data can be used by vehicle crew or 
intelligence to retrace their travel pattern to determine where 
and/or when the vehicle was hit. 

Optionally, in one or more embodiments of the invention, 
hostile fire can be detected and identified at a first vehicle 
and such determination can transmitted from the first vehicle 
to one or more other vehicles in a network. Information 
regarding the projectile may be sent to one or more locations 
remote from the vehicle, such as another vehicle in a 
network of vehicles. The projectile information can indicate 
to the remote location(s) that the first vehicle is experiencing 
hostile fire. Data regarding hostile fire relative to the first 
vehicle can be stored at one or more ofthe other vehicles and 
even retransmitted to other vehicles or base stations. Further, 
optionally, transmission of fire data can include only muzzle 
flash data. Fire data shared between platforms can be used 
to obtain initial or better accuracy regarding the fire and/or 
its location or location area of origination (e.g., a distance 
away). In embodiments, one vehicle may receive hit or 
likely hit data associated with another vehicle and store such 
data in memory. Accordingly, the one vehicle may store data 
regarding projectile impact locations or likely locations on 
the another vehicle. This data may be used to assist in 
identifying why the another vehicle was “downed.” 

FIG. 7 is an operational depiction of a network and 
system, method, and computer program product according 
to one or more embodiments of the invention. 

Referring to FIG. 7, generally speaking, a first helicopter 
can determine that it is subject to hostile fire from actor 202 
as shown and described herein and transmit such data to 
another helicopter 250 in a network. The second helicopter 
250 can take appropriate action or actions without having to 
make its own hostile fire detection and determination, for 
example. Accordingly, optionally, the second helicopter may 
or may not need to be outfitted with the relatively heavy 
sensing equipment and can rely on another helicopter to 
indicate that they have entered a hostile zone. For helicop- 
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ters both having this sensor equipment, geolocation of the 
hostile fire can be determined based on communications 
between the two systems. 

In view of the foregoing structural and functional features 
described above, methods 400, 500, and 600 in accordance 
with one or more embodiments of the invention will now be 
described with respect to FIGS. 4, 5, and 6. While, for 
purposes of simplicity of explanation, the methodologies of 
FIGS. 4, 5, and 6 are shown and described as executing 
serially, it is to be understood and appreciated that the 
invention is not limited by the illustrated order, as some 
aspects or steps could, in accordance with the present 
invention, occur in different orders and/or concurrently with 
other aspects from that shown and described herein. More- 
over, not all illustrated features may be required to imple- 
ment a method or methods in accordance with one or more 
embodiments of the invention. 

FIG. 4 is a flow chart for a method 400 according to one 
or more embodiments of the invention. 

Method 400 can detect or capture projectile data, for 
instance, projectile trajectory data as set forth herein 402. 
The data can be detected or captured electronically, for 
instance, via an infrared detection device, such as an IR 
camera, also called a focal plane array (FPA). The detected 
or captured data can be processed, for instance, to determine 
a travel path or trajectory of the projectile 404. Based on 
travel path or trajectory data, for example, a determined miss 
distance of the projectile, it is determined that the projectile 
is hostile (e.g., the corresponding vehicle was the intended 
target) of the projectile 406. Continuous detection and 
capture of projectile data can be performed. If it is deter- 
mined that the projectile is hostile, a hostile fire indication 
may be provided, such as an electronic warning, for instance 
an audible, visual, and/or tactile warning or indication 408. 
The indication may indicate that the projectile is hostile (or 
even friendly), depending upon a determined miss distance 
from the vehicle, for example. Optionally, additional actions 
may be performed, such as moving the vehicle in response 
to the determination, deploying countermeasures, deploying 
weapon systems, and/or communicating projectile data and/ 
or determinations based on the projectile data to one or more 
remote locations, such as another vehicle or vehicles 410. 
Any of the aforementioned additional actions may be per- 
formed automatically in response to a hostile fire determi- 
nation. 

FIG. 5 is a flow chart for a method 500 according to one 
or more embodiments of the invention. 

Method 500 is similar to method 400 of FIG. 4, but 
expressly indicates that the captured and processed trajec- 
tory data is used to determine whether the projectile will hit 
or will likely hit the vehicle 506. Such hit determination can 
be used to provide a timely indication, such as an electronic 
warning, for instance an audible, visual, and/or tactile warn- 
ing or indication, that the vehicle will be hit or will likely be 
hit 508. In response to the indication, additional actions can 
be undertaken by the vehicle, such as taking evasive maneu- 
vers, deploying countermeasures and/or deploying weapon 
systems 510. Additionally, projectile data and hit data may 
be transmitted to a location remote from the vehicle. Such 
data may be used, for example, in the unfortunate event that 
the vehicle is disabled, in order to determine a location of the 
vehicle and/or a reason or likely reason why the vehicle 
became disabled. 

FIG. 6 is a flow chart for method 600 according to one or 
more embodiments of the invention. 

Method 600 is similar to method 500 of FIG. 5, but 
determines, based on the captured and processed projectile 
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trajectory data, whether the projectile hit or likely hit the 
vehicle 606. Such hit or likely hit data can be representative 
of a calculation to obtain a probability number of hit or 
likely hit (or even a near miss). In response to the indication, 
additional actions can be undertaken. For example, the 
vehicle can alter its path. As another example, a determina- 
tion can be made as to the location or area on the vehicle at 
which the projectile hit or likely hit the vehicle. Such hit or 
likely hit location data can be used to perform in-flight 
damage assessment by aircrew and/or post-flight inspection 
and maintenance, if necessary, to the vehicle upon returning 
from hostile areas. 

It will be appreciated that portions (i.e., some, none, or 
all) of the circuits, circuitry, modules, processes, sections, 
systems, and system components described herein can be 
implemented in hardware, hardware programmed by soft- 
ware, software instructions stored on a non-transitory com- 
puter readable medium or a combination of the above. 

For example, the processor can include, but is not be 
limited to, a personal computer or workstation or other such 
computing system that includes a processor, microprocessor, 
microcontroller device, or is comprised of control logic 
including integrated circuits such as, for example, an Appli- 
cation Specific Integrated Circuit (ASIC). The instructions 
can be compiled from source code instructions provided in 
accordance with a programming language such as Java, 
C++, C#.net or the like. The instructions can also comprise 
code and data objects provided in accordance with, for 
example, the Visual Basic™ language, or another structured 
or object-oriented programming language. The sequence of 
programmed instructions and data associated therewith can 
be stored in a non-transitory computer-readable medium 
such as a computer memory or storage device which may be 
any suitable memory apparatus, such as, but not limited to 
ROM, PROM, EEPROM, RAM, flash memory, disk drive 
and the like. 

Furthermore, the circuits, circuitry, modules, processes, 
systems, sections, and system components can be imple- 
mented as a single processor or as a distributed processor. 
Further, it should be appreciated that the steps mentioned 
above may be performed on a single or distributed processor 
(single and/or multi-core). Also, the processes, modules, and 
sub-modules described in the various figures of and for 
embodiments above may be distributed across multiple 
computers or systems or may be co-located in a single 
processor or system. Exemplary structural embodiment 
alternatives suitable for implementing the circuits, circuitry, 
modules, sections, systems, system components, means, or 
processes described herein are provided below. 

The circuits, circuitry, modules, processors, systems, or 
system components described herein can be implemented as 
a programmed general purpose computer, an electronic 
device programmed with microcode, a hard-wired analog 
logic circuit, software stored on a computer-readable 
medium or signal, an optical computing device, a networked 
system of electronic and/or optical devices, a special pur- 
pose computing device, an integrated circuit device, a semi- 
conductor chip, and a software module or object stored on 
a computer-readable medium or signal, for example. 

Embodiments of the method and system (or their com- 
ponents or modules) may be implemented on a general- 
purpose computer, a special-purpose computer, a pro- 
grammed microprocessor or microcontroller and peripheral 
integrated circuit element, an ASIC or other integrated 
circuit, a digital signal processor, a hardwired electronic or 
logic circuit such as a discrete element circuit, a pro- 
grammed logic circuit such as a PLD, PLA, FPGA, PAL, or 
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the like. In general, any processor capable of implementing 
the functions or steps described herein can be used to 
implement embodiments of the method, system, or a com- 
puter program product (software program stored on a non- 
transitory computer readable medium). 

Furthermore, embodiments of the disclosed method, sys- 
tem, and computer program product may be readily imple- 
mented, fully or partially, in software using, for example, 
object or object-oriented software development environ- 
ments that provide portable source code that can be used on 
a variety of computer platforms. Alternatively, embodiments 
of the disclosed method, system, and computer program 
product can be implemented partially or fully in hardware 
using, for example, standard logic circuits or a VLSI design. 
Other hardware or software can be used to implement 
embodiments depending on the speed and/or efficiency 
requirements of the systems, the particular function, and/or 
particular software or hardware system, microprocessor, or 
microcomputer being utilized. Embodiments of the method, 
system, and computer program product can be implemented 
in hardware and/or software using any known or later 
developed systems or structures, devices and/or software by 
those of ordinary skill in the applicable art from the function 
description provided herein and with a general basic knowl- 
edge of the user interface and/or computer programming 
arts. 

Having now described embodiments of the disclosed 
subject matter, it should be apparent to those skilled in the 
art that the foregoing is merely illustrative and not limiting, 
having been presented by way of example only. Thus, 
although particular configurations have been discussed 
herein, other configurations can also be employed. Numer- 
ous modifications and other embodiments (e.g., combina- 
tions, rearrangements, etc.) are enabled by the present dis- 
closure and are within the scope of one of ordinary skill in 
the art and are contemplated as falling within the scope of 
the disclosed subject matter and any equivalents thereto. 
Features of the disclosed embodiments can be combined, 
rearranged, omitted, etc., within the scope of the invention 
to produce additional embodiments. Furthermore, certain 
features may sometimes be used to advantage without a 
corresponding use of other features. Accordingly, Applicants 
intend to embrace all such alternatives, modifications, 
equivalents, and variations that are within the spirit and 
scope of the present invention. 


What 15 claimed is: 
1. А system for detecting hostile fire, the system com- 
prising: 
a first system located at a first position, the first system 
comprising: 
an infrared (IR) camera having a field of view (FOV) and 
a sensitivity sufficient to capture a heat signature of a 
fired unguided energetic projectile, the heat signature 
being an image pixel trail representing a portion of a 
trail of energy of the projectile; 
an image processor configured to: 
receive pixel data from the IR camera, the pixel data 
corresponding to the captured portion of the trail of 
energy, 
calculate, based on the pixel data, a vertical velocity 
and a vertical acceleration of the pixel data and a 
horizontal velocity and a horizontal acceleration of 
the pixel data, 
calculate an estimated vertical miss distance ofthe fired 
projectile based on the vertical velocity and vertical 
acceleration of the pixel data, 
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calculate an estimated horizontal miss distance of the 
fired projectile based on the horizontal velocity and 
horizontal acceleration of the pixel data, and 

make a determination as to the likelihood of whether 
the first position will be hit by the fired projectile by 
analyzing calculated estimated vertical and horizon- 
tal miss distances of the fired projectile. 

2. The system of claim 1, wherein the IR camera is 
mounted on a moving object, the object being a person or 
vehicle, and wherein calculating the vertical and horizontal 
velocities is further based on the velocity of the object. 

3. The system of claim 2, wherein the second system 
further comprises: 

a data storage unit to electronically store moving object 
data from the first system regarding the moving object, 
the data including one or more of a travel path, velocity 
or speed of the moving object, a velocity or speed of the 
moving object versus time, an altitude, an orientation, 
a time, a location of the moving object in relation to the 
fired unguided energetic projectile, a location of the 
fired unguided energetic projectile, hit/likely hit data, 
and damage assessment data. 

4. The system of claim 1, further comprising a second 
system located at a second position having the same features 
of the first system. 

5. The system of claim 4, wherein the first system further 
comprises a transmitter and wherein the second system 
further comprises as receiver, wherein the first system 
communicates to the second system via the transmitter the 
determination made as to the likelihood of whether the first 
position will be hit by the fired projectile. 

6. The system of claim 1, wherein the image processor of 
the first system is configured to receive pixel data according 
to at least a second fired unguided energetic projectile and 
make a determination with respect to each fired unguided 
energetic projectile as to the likelihood of whether the first 
position will be hit by the at least second fired projectile by 
analyzing calculated estimated vertical and horizontal miss 
distances of each fired projectile. 

7. The system of claim 1 wherein the first system is 
configured to represent the captured portion of the trail of 
energy as a two-dimensional representation over time. 

8. A method for detecting hostile fire, comprising: 

capturing, at an infrared (IR) camera at a first position 
having a field of view (FOV) and a sensitivity, a heat 
signature of a fired unguided energetic projectile 
image, the heat signature being an image pixel trail 
representing a portion of a trail of energy of the 
projectile; 

receiving pixel data, the pixel data corresponding to the 
captured portion of the trail of energy; 

calculating, based on the pixel data, a vertical velocity and 
a vertical acceleration of the pixel data and a horizontal 
velocity and a horizontal acceleration of the pixel data; 

calculating an estimated vertical miss distance of the fired 
projectile based on the vertical velocity and vertical 
acceleration of the pixel data; 

calculating an estimated horizontal miss distance of the 
fired projectile based on the horizontal velocity and 
horizontal acceleration of the pixel data; and 

determining the likelihood of whether the first position 
will be hit by the fired projectile by analyzing calcu- 
lated estimated vertical and horizontal miss distances of 
the fired projectile. 

9. The method of claim 8, wherein the IR camera is 

mounted on a moving object, the object being a person or 
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vehicle, and wherein calculating the vertical and horizontal 
velocities 15 further based on the velocity of the object. 

10. The method of claim 9, further comprising: 

storing at an electronic data storage unit moving object 

data from the first system regarding the moving object, 
the data including one or more of a travel path, velocity 
or speed of the moving object, a velocity or speed ofthe 
moving object versus time, an altitude, an orientation, 
a time, a location of the moving object in relation to the 
fired unguided energetic projectile, a location of the 
fired unguided energetic projectile, hit/likely hit data, 
and damage assessment data. 

11. The method of claim 8, further comprising capturing, 
at an infrared (IR) camera at a second position having a field 
of view (FOV) and a sensitivity, a heat signature of the fired 
unguided energetic projectile image, the heat signature 
being an image pixel trail representing a portion of a trail of 
energy of the projectile; and 

determining the likelihood of whether the second position 

will be hit by the fired projectile by analyzing second 
position calculated estimated vertical and horizontal 
miss distances of the fired projectile. 

12. The method of claim 11, further comprising: 

transmitting to the second position the determination 

made as to the likelihood of whether the first position 
will be hit by the fired projectile. 

13. The method of claim 8, further comprising: 

receiving pixel data according to at least a second fired 

unguided energetic projectile; and 

making a determination with respect to the at least second 

fired projectile as to the likelihood of whether the first 
position will be hit by the at least second fired projectile 
by analyzing calculated estimated vertical and horizon- 
tal miss distances of the at least second fired projectile. 
14. The method of claim 8, further comprising: 
representing the captured portion of the trail of energy as 
a two-dimensional representation over time. 

15. A computer readable medium having instructions 
stored thereon, to detect hostile fire, the detecting compris- 
ing: 

capturing, at an infrared (IR) camera at a first position 

having a field of view (FOV) and a sensitivity, a heat 
signature of a fired unguided energetic projectile 
image, the heat signature being an image pixel trail 
representing a portion of a trail of energy of the 
projectile; 

receiving pixel data, the pixel data corresponding to the 

captured portion of the trail of energy; 

calculating, based on the pixel data, a vertical velocity and 

a vertical acceleration of the pixel data and a horizontal 
velocity and a horizontal acceleration of the pixel data; 
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calculating an estimated vertical miss distance of the fired 
projectile based on the vertical velocity and vertical 
acceleration of the pixel data; 
calculating an estimated horizontal miss distance of the 
fired projectile based on the horizontal velocity and 
horizontal acceleration of the pixel data; and 

determining the likelihood of whether the first position 
will be hit by the fired projectile by analyzing calcu- 
lated estimated vertical and horizontal miss distances of 
the fired projectile. 

16. The computer readable medium of claim 15, wherein 
the IR camera is mounted on a moving object, the object 
being a person or vehicle, and wherein calculating the 
vertical and horizontal velocities is further based on the 
velocity of the object. 

17. The computer readable medium of claim 15, wherein 
the detecting further comprises: 

capturing, at an infrared (IR) camera at a second position 

having a field of view (FOV) and a sensitivity, a heat 
signature of the fired unguided energetic projectile 
image, the heat signature being an image pixel trail 
representing a portion of a trail of energy of the 
projectile; and 

determining the likelihood of whether the second position 

will be hit by the fired projectile by analyzing second 
position calculated estimated vertical and horizontal 
miss distances of the fired projectile. 

18. The computer readable medium of claim 17, wherein 
the detecting further comprises: 

transmitting to the second position the determination 

made as to the likelihood of whether the first position 
will be hit by the fired projectile. 

19. The computer readable medium of claim 15, wherein 
the detecting further comprises: 

receiving pixel data according to at least a second fired 

unguided energetic projectile; and 

making a determination with respect to the at least second 

fired projectile as to the likelihood of whether the first 
position will be hit by the at least second fired projectile 
by analyzing calculated estimated vertical and horizon- 
tal miss distances of the at least second fired projectile. 

20. The computer readable medium of claim 15, wherein 
the detecting further comprises: 

storing at an electronic data storage unit moving object 

data from the first system regarding the moving object, 
the data including one or more of a travel path, velocity 
or speed ofthe moving object, a velocity or speed ofthe 
moving object versus time, an altitude, an orientation, 
a time, a location of the moving object in relation to the 
fired unguided energetic projectile, a location of the 
fired unguided energetic projectile, hit/likely hit data, 
and damage assessment data. 


* * * * * 


